
 

Ransomware Cyber Attacks 

Thank you for downloading this document. If you haven’t heard of Ransomware, we would like 

to share these stories with you. The intention of this information is to educate. These are real 

stories that happen to real businesses, but they’re not the only cases of Ransomware cyber 

attacks. Its all over the news and happening every day.  

For obvious reasons, many businesses do not want to make this information public. They don’t 

want customers, suppliers or worst yet competitors, aware that their data and information 

systems were compromised.  

The third story below actually happen to a customer that we helped rescue. With our first-hand 

experience cleaning up Ransomware contaminations, we can tell you that it is more cost 

effective to prevent, then to react. 

As the saying goes, “an ounce of prevention is worth a pound of cure”. 

Stay Safe! 

 

Miguel Ribeiro 

Senior IT Consultant 

www.vbsitservices.com  

 

Scroll down to read the stories… 
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Dozens of countries affected by ransomware cyberattack  

The Associated Press May 12, 2017 

Hospitals across the U.K. diverted ambulances and cancelled appointments Friday after their 

computers and phones were disrupted by a cyberattack, which soon spread globally. 

About 45,000 incidents affecting 74 countries have been recorded, according to Costin Raiu, 

director of Global Research and Analysis Team at Kaspersky Lab. He noted that most of them 

took place in Russia. 

Full story: http://www.cbc.ca/beta/news/world/british-hospital-cyber-attack-1.4112129  

 

 

Law Firm Sues Insurer After Ransomware Attack, $700K Lost Billings  

By William Vogeler, Esq. on May 3, 2017 2:57 PM  

Like other embarrassing crimes, malware attacks often are not reported -- especially when law 

firms are the victims. It took a lawsuit for this one to come out.  

A Rhode Island law firm has sued its insurance company for lost income suffered during a cyber 

attack last year. For three months, the firm's computers were held hostage by ransomware -- a 

form of malware that criminals use to extract ransom payments from victims.  

Moses Afonso Ryan, a commercial litigation firm, says it lost about $700,000 in billable fees 

before hackers freed the computer system. The law firm wants Sentinel Insurance Company to 

pay for it.  

$25,000 Ransom  

In the lawsuit, the law firm says the malware invaded the computer network after a lawyer 

clicked on an email attachment. It locked up all of the firm's documents and information, 

effectively shutting down the workflow.  

http://www.cbc.ca/beta/news/world/british-hospital-cyber-attack-1.4112129
http://blogs.findlaw.com/strategist/2017/05/law-firm-sues-insurer-after-ransomware-attack-700k-lost-billings.html


The firm hired computer experts to fix the system, but they could not unlock the network. The 

firm then paid a ransom in bitcoin to obtain decryption tools from the perpetrators, but the 

tools did not work.  

After paying an additional ransom, the lawyers received new encryption tools and recovered 

most of their information. The total ransom was $25,000. Sentinel, the insurer, says it paid the 

policy limit of $20,000. But the firm sued to recover the lost business, too.  

Cost of Doing Business Law firms are prime targets for cyber criminals because, as Willie Sutton 

reportedly said about banks, "that's where the money is." Hackers look for information that they 

can turn into money, and law firms typically have a wealth of such information.  

Hackers targeted seven law firms known for mergers and acquisitions with more than 100,000 

attacks over a three month period, according to the U.S. Securities and Exchange Commission 

last year, then traded on the inside information.  

Ransomware works a little different because the hackers basically cut out the middle man. They 

want the money, not the information. "We haven't really seen them remove the data," Special 

Agent Jeffrey Williams, of the FBI Boston division, said. "We've seen them encrypt it ... hoping 

for a payout."  

White said the crime is vastly under-reported because businesses don't want to sully their 

reputation or reveal weaknesses. "Usually they just pay them off," he said. "It's the cost of doing 

business."  

 

Don’t be a Victim! 

 
 

Everything is gone and you can’t access any of your systems. 

How are you going to work? 

http://www.vbsitservices.com/2017/03/dont-be-a-victim-ransomware/


It can happen literally with one click of a mouse, when your business isn’t properly protected 
and prepared. It was exactly what happened to a company that called us frantically needing 
our help. 

A Ransomware Virus contaminated the entire network of computers, including servers 
across multiple locations. 

 

In the morning, no one in the organization could work. No one could access quotes, work 
orders or files. The computers were nonfunctional. 

Panic set in as everyone tried to see what they could recover. 

The organization stood still. Customer calls inquiring about orders could not be dealt with. 
Staff didn't know what they should tell customers and everything came to a halt. 

The realization set in. Paying the ransom was out of the question and the Ransomware 
Virus cleanup began. It was a tedious job that involved a team of IT people working many 
hours for a period of 2 weeks to clean all devices across multiple locations throughout 
North America. 

It was a costly clean up. There was the cost of repair, but also lost business and 
productivity as employees could not work. It was a difficult time for everyone, including 
employees, customers that had to wait and IT people struggling to cleanup/recover as 
quickly as possible. 

This was an unfortunate incident that occurred to a company that thought they were 
protected and thought they had a proper backup. They discovered that they didn’t have a 
business continuity plan to prevent downtime and protect their business. 

https://d2oc0ihd6a5bt.cloudfront.net/wp-content/uploads/sites/800/2017/03/Ransomware_cryptolocker_virus_message.jpg


Hopefully you will never have to experience a Ransomware or Cryptolocker virus 
contamination or network intrusion. However, the reality is that it’s a matter of time before it 
happens to you. 

Here are some shocking statistics: 

 Roughly 32% of computers world wide are infected 

 53% of computer users have experienced a computer infection at some point 

 User lost $2,300,000,000 due to malware infections in 2011 

 Adobe Reader and Java are the most targeted applications 

 Spam email and internet downloads are the most common sources of contamination 

Already have your own solution in place? It may not be enough. 

By adding another layer of protection that is low cost and activity monitors your computer, 
your Internet activity, files, stops you from going to malicious websites, you can prevent 
Ransomware and the spread of other viruses and malware. 

From VBS iT Services Blog 

 

 

Reach out to us with any of your questions. 

B.1-877-709-2656 

General inquiries email: sales@vbsitservices.com  

Schedule a call back at your convenience right on our home page at: 

http://www.vbsitservices.com  
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